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Legal Notices

Copyright © 2007 by Druvaa Software Pvt. Ltd.
Distribution of su bstantively modified versions of this document is
prohibited without the explicit permission of the copyright holder.

Distribution of the work or derivative of the work in any standard (paper)
book form for a commercial purpose is prohibited unless prior permission is
obtained from the copyright holder.

All other trademarks referenced herein are the property of their respective
owners.

Trademarks

Windows® is a U.S. registered trademark of Microsoft Corporation.
Linux is a U.S. registered trademark of Li nus Torvalds.
Red Hat® Enterprise Linux® is a registered trademark of Red Hat Inc.

Disclaimer

The information contained in this document is subject to change without
notice. Druvaa Software Pvt. Ltd shall not be liable for errors contained in
this documen t for any damages in connection with this document.



5NUzOF I wSLIX AOFG2NJ ! RYAYAA(GNr 2NNR&a DdzARS

Preface

This document describes the supported platforms and steps for installing
and configurin g, Druvaa Replicator Version 1.5 on Microsoft Windows®
2000 and 2003 servers, and Red Hat® Enterprise L inux® 4.

Intended Audience
This document is meant for system administrators and DRUVAA Server
Management operations staff. This document assumes that the readers

have the following necessary skills:

e Windows® administration skills
e Linux administration sk ills

Typographic Conventions Used
The following typographic conventions are used in this document:

Symbol Description

blue text URLs and email
Bold GUI menu options
Filename Filenames

User input User entered text
Commands Commands

Publishing Hi story

Part No. Supported OS Version Edition Publishing

(O] Date

MS 2000, 2003 1 Jan 15, 2008
Windows®

Red Hat® 4
Enterprise
Linux®
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Related Documentation

Refer to the following documentation for more info rmation on Druvaa Replicator
1.5:

e Druvaa Re plicator Step by Step Guide
Getting Help

e For technical assistance, see:
http://support.druvaa.com
You can select phone or email support.

e For license information and purchase, see:
http://www.druvaa.com

We Welcome Your Feedback

We value vyour feedback. Kindly send your comments to
docs@druvaa.com . Include the title and page number of the document
and the chapter and s  ection titles of the reported text.



http://support.druvaa.com/
http://www.druvaa.com/
mailto:docs@druvaa.com
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1 Understanding Druvaa Replicator

Availability of critical data is a necessity for business continuity. In case of a disaster, quick
recovery and availability of data becomes an important need for the basito continue. A

copy of the primary data center could be used to bring up the business critical applications if a
disaster strikes the primary data center. The copy is typically maintained at a remote site to

reduce therisk;this remote site is referra to as the Disaster Recovery (DR) site.

One of the challenges in maintaining a DR site is to create do-date copy of business critical
data. A real time data replicator could be used to continuously update the copy. Druvaa
Replicator is a software bad block level storage replicator.

1.1 Why Druvaa Replicator

Druvaa Replicator replicates data from a primary site to one or more DR sites across any
distance. It provides consistent and-tgpsecond updated copy of the primary data at remote
site.

1.1.1 Key featur es:
1. Application independent, replicates a device at the block level.

2. Supports replication of data over any IP network, LAN or WAN.

3. Works in heterogeneous environments, i.e. can replicate between dissimilar operating
systems, networks and storage environme

4. Efficient offhost processingdoes not impact ofhost application performance.

5. Synchronizes initially owdf-sync storage devices using network or media based
resynchronization.

6. Efficient usage of available bandwidth.

Druvaa Replicator also supporeplication from multiple, geographically distant data centers to
a single server. This feature could be used to consolidate remote office data to a central location
for various administrative tasks like backup, decision support systems etc.

1.2 Basic Druvaa Replicator Terminology
1.2.1 Primary Data Center

The data center that serves the business applications during normal mode of operation is
termed as the primary data center.

© Druvaa Software Pvt. Ltd.
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1.2.2 DR Data Center
The data center that serves the business applications when a disastersstine primary data
center is termed as the DR data center

1.2.3 Primary Server
A server, in the primary data center, which is active during the normal mode of operation is
termed as the primary server.

1.2.4 Fail-over Server
A failover server takes over the nesnsibilities of the primary server when a disaster strikes the
primary data center.

1.2.5 Replication Server

The server which holds replicated data at DR site is referred to as replication server. The
replication server may be different from a faWer serverthat serves the business applications.

In that case, the replicated data needs to be restored to thedfedlr server before the business
applications are started.

1.2.6 Consistent Data

Data is considered to be consistent if the system or the application itsaam be successfully
restarted using the data. The restarting of the application may require aaaak (like chkdsk
for NTFS filsystem) to verify internal structures and integrity of data by the application.

The data on replication server is consielé consistent if it reflects the state of data on primary
at the same time in the past.

An upto-date data may not be consistent unless the data is applied/replicadeskcondary in
same intime order as on primary. Druvaa Replicator maintains consisiadtupto-date data

on secondary usings proprietarywrite ordering technology. This enables fast and consistent
fail-over on the secondary site.
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1.3 Druvaa Replicator Solution Outline

Office Location 1 Office Location 2

@ Druvaa

Replication
Client
e I o I o o | Ooooo
@ Druvaa Staging Server
oooo
@ Druvaa Configuration Servel
Remote DRsite

.
[

@ Druvaa Replication Server

The above diagram shows replication fromltiple office locations to single remote Bétation
over WAN. The four main components of a Druvaa Replicator Setup are:

1. Replication Client
2. Staging Server
3. Replication Server

4. Configuration Server
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1.4 Druvaa Components

1.4.1 Replication Client

Replication client is lightweight agent that runs on each primary server to be replicated. The
agent traps the writes to primary storage configured for replication and sends them to Druvaa
staging server over a low latency network e.g. LAN.

1.4.1.1 Replication Client Device
The stoage device on primary which is configured for replication is referred to as replication
client device. All data updates on replication client device are pushed to staging server.

1.4.1.2 Replication Client Change Map

Replication client change map ensures that firénary server continues to work even when
staging server is inaccessible or full. Every time the staging server is inaccessible, the replication
client records all data changes as a bitmap on client change map. When the staging server
becomes availablethe bitmap is used to synchronize the replication client device and the
corresponding replication server device. This avoidsyrehronization of the entire primary
storage.

Multiple client devices can use a single change map device depending on tloé thigechange
map device. Each host can have more than one configured change map devices.

1.4.2 Staging Server

Druvaa staging server is typically installed on a dedicated server. It receives write requests from
multiple replication clients. It caches the writkscally on persistent storage using Write Logs
(WRL), orders them and then relays them to replication server, typically, over a WAN link. The
staging server can tolerate multiple network and host failures and synchronizes only incoherent
blocks during receery.

It is recommended to install the staging server on dedicated host, although not mandatory. A
single office network (LAN) can host multiple staging servers.

1.4.2.1 Staging Server Write Log

A WRL is a Druvaa proprietdast circular log that uses one or mostorage devices to write

the data sequentially. The staging server writes the data received from clients on persistent
storage using a staging server WRL. A single staging server can host multiple WRLs. Since the
writes are logged in stable storage, thtaging server can recover the writes even after a crash.

A replication client device is bound to a single WRL instance, i.e. the replication client is

configured to send all data updates on that particular device to a specific WRL. A WRL can cater
to multiple replication clients and devices. The data logged to a WRL is replicated to a single
replication server.

1C
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WRL is initially created using a single storage device termed as the WRL primary device. WRL
uses the primary device to maintain its configuratioranternal structure.

After creation you can add more storage devices to WRL which are called WRL secondary
devices.

TIP:Efficiency of WRL is directly proportionate to efficiency of the primary/secondary storage.
Combining storage or matching write speewuld serve much better than clubbing a faster
with a slower storage.

NOTEA replication client device is bound to a single WRL instance, whtamims bound to a
single replication server. This allows flexibility of replicating multiple devicesw# pamary to
different WRLs hosted on same or different staging server.

NOTEMultiple WRL on same staging server provides QoS (Quality of Service) differentiation to
connecting replication clients. Replication client devices with more frequent writesaamect
to a faster WRL and slower volumes can be clubbed to a different slower WRL.

1.4.3 Replication Server

Druvaa replication server receives data from one or more staging server WRLs and replays the
ordered writes to replication server device. The continsioimorder replication from primary
server (replication client) storage to replication server storage ensures that the replication
server storage is ufp-date and consistent.

1.4.3.1 Replication Server Device

The storage device on replication server which isfigoned to receive the replicated data is
referred to as replication server device. First few sectors of this volume are intentionally
interchanged to avoid any unintentional tempering of replicated data.

1.4.3.2 Fail-over Device

In case of disaster recovery orhesarsal, the replicated data on replication server needs to be
restored to another storage device on failover server before it can be made available to
applications. This device on failover server is called failover device.

During restoration the replicain server temporarily suspends the writes to replication storage
for a consistent data restore. The primary server continues to operataff@eted during the
restore process.

1.4.3.3 Fast Snapshot

Druvaa replicator also supports setting up the-taier device aan instant (fast) snapshot of

the replication server device. A fast snapshot is not persistent, that is, the snapshot is lost on
machine reboot.

11
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1.4.3.4 Replication Server WRL

Replication server WRL is an optional WRL configured on Druvaa replication servegive re
data from staging server, cache it and then atomically apply it on replication server device. This
helps preserving data consistency (write order fidelity) during client recovery.

Druvaa replicator supports disconnected mode of operation. If thdigafon client cannot

communicate with the staging server, the updates are marked in a change map. The updated

blocks are later sent to the staging server. As a consequence, the order of these updates is not
1Y26Y YR GagNRGS 2 NRSHéde TipddReS turd dpplied toithe replNRignSy 6 KSy
server device. The disconnected mode updates are issued on the replication server device
atomically only after they are logged in replication server WRL.

1.4.4 Configuration Server

Configuration server helps the useonfigure, administer and manage Druvaa Replicator
components. A single configuration server can manage the entire DR infrastructure and can be
installed at any of the primary sites.

1.4.4.1 Druvaa control panel
Druvaa control panel is web based interface fongstonfiguration server. It uses port 8000 on
configuration server for serving wehterface.

NOTEAIllow port 8000 in firewall setup to access-Banel.

12
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The following diagram shows various components of Druvaa Replicator.

Primary Server 1 Primary Server 2

ReplicationClient ReplicatiorClient

devira davira

LAN

Staging Server

A 4

Secondary device

Seconda@

Replication Server

1. The lost LAN connection with staging server forces the primary server 2 to switch to off
line mode and mark all updates in configured change map.

2. Staging ServéWRL1 has 3 configured devices which it would consume serially in a
circular manner.

3. Repliction ServetWRL1 on replication server helps to apply the data updates
atomically.

13
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2 Installing Druvaa Replicator

This chapter describes the requirememtsd stepdor installing Druvaa Replicator components.

2.1 Prerequisites
For each component listed belowgetore installationverify that the corresponding system
requirements mentioned belowre met.

2.1.1 Common Requirements
Following are the requirements common tiee replication client, staging server, configuration
server and replication server.

1. Operating syste

a. Microsoft Windows 2000 Server

b. Microsoft Windows 2003 Server

c. RedHat Enterprise Linux 4 Server Edition (Update 5).
2. Disk Space 100 MB

3. Has at least one network connection configured and each host should be reachable
from the configuration server.

2.1.2 Replicati on Client

Following are thexdditionalrequirements for installing Druvaa replication client.

1. One raw (unformatted) device reserved for replication client change map. The change
map device size should be approximately 0.025% of client volume. For example,
100GB device needs a 25MB changap device.

2. Stable network connection to the staging server. The network bandwidth to the staging
server must at least be equal to the maximum data update rate.

3. Allow TCP po®007 in the firewall (if any).

2.1.3 Staging Serve r

Following are thedditionalrequirements for installing Druvaa staging server.

1. Sufficient network bandwidth to the replication server. The average network bandwidth
must at least be equal to the combined average data update rate of all the replication
clients using the staging server.

2. Allow TCP ports 6001 and 6002 in the firewall (if any).

14
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3. At least one raw (unformatted) device reserved for WRL primary device. The storage

available on the staging server should be sufficient enough to cache client dedadn

the network link to the DR site goes down. The WRL should also be able to hold the data
updated during the burst periods when the replication clients are writing data at a rate
much higher than the average data update rate.

Factorghat influence stagg server WRL size are:

1.

2.

3.

4.

5.

Average data update rate in bytes per hour (AUH).

Maximum data update rate (during burst period) in bytes per hour (MUH).
Duration of the burst period in hours (BPH).

Maximum expected network outage hours (OH).

Safety factor to gual against unexpected events (SF).

Although the staging server WRL size may differ for different scenarios, for a typical data center,
it can be calculated using the following equation.

WRL size = SF * (AUH * OH + MUH * BPH)

Consider the following example.

1.

2.

3.

4.

5.

Average data update rate is 10Mbytes per hour.

Maximum data update rate is 100MBytes per hour.

Burst period is 1 hour.

Maximum expected staging server to replication server network outage is 12 hours.

Safety factor of 10.

The recommended WRL size for #imve setup is 1400MBytes.

2.1.4 Druvaa Replication Server
Following are thedditionalrequirements for installing Druvaa replication server.

1.

2.

3.

15

Allow TCP ports 6003, 6004 and 6005 in the firewall (if any).

One raw (unformatted/unmounted) replication volume corpemding to each client
volumethat would be configured to replicate to given replication server.

Operational disk space of 25MB per replication server device configured in:
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e System drive (C:) for Microsoft Windows
e WKk ZIND FT2NJ wSRI G 9yGSNILINRAS [ AydzE
4. Recommeded one or more unformatted devices for replication server WRL.

The replication server WRL must be large enough to hold the updates in the disconnected mode
of operation. The disconnected mode of operation is invoked when replication client cannot
communcate with the staging server either because the staging server is down or the network
between replication client and staging server is down.

Factorghat influence replication server WRL size are:
1. Maximum data update rate (during burst period) in bytes pear (MUH).
2. Maximum duration of disconnection mode operation (DMH).
3. Safety factor to guard against unexpected events (SF).

Although the replication server WRL size may differ for different scenarios, for a typical data
center, it can be calculated usiniget following equation.

WRL size = SF * (MUH * DMH)

Consider the following example.
1. Maximum data update rate is 100MBytes per hour.
2. Maximum disconnected mode operation period is 1 hour.
3. Safety factor of 10.

The recommended WRL size for the above setup(9Bytes.

2.1.5 Druvaa Configuration Server
Following are thexdditionalrequirements for installing Druvaa replication server.

1. To access DRanel remotely, TCP port 8000 should be allowed in firewall (if any).

2. Operational space of 100 MB should be kept free ¢onfiguration database and
reports/usage cache data in:

e System drive (C:) for Microsoft Windows
e WKk ZIND F2NJ wSRIFG 9YyGSNILINRAS [ AydzE

DRPanel supportshe following web browsers:

16
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e Firefox 2.0 and above
e Microsoft Internet Explorer 6.0 and above

DRPanel usedava scripts. The browser must have Java scripts enabled for proper functioning of
DRpanel.

The configuration server does not need a dedicated server and is typically installed on the same
machine that serves as staging server.

2.2 Installation on Microsoft Windows

Before installation, ensur¢hat the Druvaa Replicator inst&INJ 6 & 5 NHz@ Il I wSLX A Ol G2 N
PSESe0 Aa 20GFAYSR TNRBY O2 NN Onivasicanizdiddrdssb®t ¢ KA & A
make sure you install only the desired ones on thergsgstem.

Steps for installation:

1. FollowinstdzOtG A2y 2y W{ St $ Osirech & Hdiehths InsiaNagioyi path2 OF G A 2 y Q

2. Selectthe component of Druvaa Replicator you would like to install (as shown in the
screenshot below.)

3. Presdinishto complete nstallation.

After installingDruvaareplicationclient, you must reboot the system.dow the instructions to
do the same.

1o Setup - Druvaa Replicator =)

Select Components
Which components should be installed?

Select the companents vou want ta install; clear the components you do nat want to
install. Click Mext when pou are ready ta continue.

Duvaa Replication Client E7MB
Diuvaa Staging Server 6.2 MB
Diuvaa Replication Server EEMB
Diuvaa Configuration Serwver 438 MB

Current selection requires at least 52 4 MB of disk space

< Back lL Mext > ][ Cancel

17
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2.3 Installation on RedHat Enterprise Linux

The Linux installable are shipped in the form of multiple RPMs containing different&Druva
replicator components.

1. druvaaadmintools-1.5-0.i386.rpm: Contains a commaradmin tool and needs to be
installed onreplicaion client, staging servereplication serveand configuration server
before installing any other Druvaa RPM

2. druvaaclient-2.6.9-55.E1-1.5-0.i386.rpm:Containghe replication client component.
3. druvaastgsrv1.5-0.i386.rpm: Contains staging server component.
4. druvaadrsrn+1.5-0.i386.rpm: Contains replication server component.

5. druvaacfgsr+1.5-0.i386.rpm: Contains configuratiaerver and control panel
components.

Userpm - ihv <package file> command to install an RPM.
2.4 Important Directories

2.4.1 Commands and Executables
Important Druvaa Replicator commands likdradmin , drresync  and drrestore
(discussed later) are present in:

e For Micresoft Windows: C:/Program Files/Druvaa Replicator directory or the
installation directory if you chose a natefault installation directory.

e For RedHat Enterprise Linuysr/shin .

2.4.1.1 Windows Services
All DruvaaReplicator components run as windows servicedd asan be administered ugy
menus in theServices and Applicationis the Administrator Tools.

2.4.1.2 Linux rc Scripts
DruvaaReplicator servers are started by Linux rc scripts at bootstrap and run as daemons.
DruvaaReplicator daemonsauld be administered usintpe service command.

2.4.1.3 Configuration Database and Log Files
All Druvaa Replicator components (client/staging server etc.) have their own configuration
database and log files which are stored along with other important files in:

e For Windows 2003Windowssysem-director\dr (for exampleC:\ Windows \ dr.)

18
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e ForWindows 2000: Windowsystan-directondr (for exampleC:\ WINNT\ dr.)

e For RedHat Enterprise Linuxar/dr .

2.5 Installing the License

Druvaa staging server requires a valid installed license. To obtaiansdicsend an email to
support@druvaa.conor contact your local reseller. Druvaa license is delivémetie form of a
file. Use thadrlicense  command to install the license on the staging server as follows.

drlice nse -- install license.txt

The drlicense command is available in th€:/Program Files/Druvaa Replicator
directory or the installation directory if you chose a ndefault installation directory for

Microsoft Windows. The command is available /unsr/sbin directory for RedHat Enterprise
Linux.

The-- check option of thedrlicense  command can be used to check the existing license.

18
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3 Druvaa Replicator Control Panel
This chapter introduces the Druvaa Replicator Control PaneP¢Digl).

3.1 Login

The DRPanel can & accessed usinfpe web addressttp://< configservername>:8000/which
takes you to the login screen as shown below. Eblsgrname andPassword to login.

NOTEThe default username/password is admin/druvaa.

Successful login takes you to Panel home (shbelow), which gives you overview of all the
operations possible with the panel.

[ DRUVAA REPLICATOR CONTROL PANEL |

TIP:The bubble help icow@f:I located on each page which expects input (e.g. on login page)
displays omage relevant help.

3.2 GUI Structure

If you are logging in for the firsime, youwill see the following

DRUVAA REPLICATOR CONTROL PANEL Help | Logout
-- No replication groups found. -

Use Replication Group” menu item under the Mew menu button to create new replication
_— group. Alternatively, yvou may use the Wizard that guides you through the step by step process
- to setup replication.

20
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The menu buttons are arranged on the left side.

Wizard Takes you to the Druvaa Replicator Wizard. The Wizard guides you through a
step by step process to setup replication.

¢ New. Goups the menu items to configure nereplication components (for example,
WRL, change map etc.) under it. Clicking the menu button reveals the menu items under
it.

¢ Manage Groups the menu items to manage existing replication setups under it. Clicking
the menu button reveals the menu items ugrdit.

e Settings Goups the menu items to change the administrative password and to
configure email notification.

e Help Goups the menu itemsthat enable viewing theW{ 4 SLJ o0& { GSLJ Ddzk RS
FRYAYA&UNI §2NDRa 3JdzA RS o

The topright corner of the control pangirovides links to help and logout.

NOTE:Druvaa Control panel uses Java scripts. Ensure that Java scripts are enabled in the
browser for proper functioning of the control panel GUI.

3.3 Account Details

LiQa NBO2YYSYRSR GKI (i @ 2 dzd éfrloggihin forkeSirstltiReY A y A & ( NI (
You can use théccount Detailsmenu item under theSettingsmenu button to change the

password.

LiQa ta2 NBO2YYSYRSR (KIG @82dz aStGdzld 6 KS SYFAE



